| https.ext - Notepad

File Edit Format View Help
authoritykeyIdentifier=keyid,issuer

basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment,
dataEncipherment

subjectAltName = @alt names

[alt _names]
DNS.1 = localhost
DNS.2 = informatika.dev

E:\laragon\etc\ssl>openssl req -new -key server.key -out server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "."', the field will be left blank.

Country Name (2 letter code) [AU]:_

Q E\laragon\etc\ssl\makecert.bat - Motepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

8 =2 RIEY =) 02 gl esx BE|S1T =2EE 5 | [o] >
B php.in [&=] makecertbat E3 ‘

1 openssl 509 -in server.csr -out server.crt -reqg -signkey server.key -days 500
-sha256 -extfile https.extl



E:\laragon\etc\ssl>openssl req -new -key server.key -out server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.°, field will be left blank.

Country Mame (2 letter code) [AU]:ID

State or Province Name (full name) [Some-State]:Pontianak

Locality Name (eg, city) []:Kalimantan Barat
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Politeknik Negeri Pontianak

ot =%}

Organizational Unit Name (eg, section) []:Informatika
Common Name (e.g. server or YOUR name) []:localhost
Email Address []:orminela@gmail.com

e enter the following 'extra' attributes
sent with your certificate request
challenge password []:
An optional company name []:localhost

Run >

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: certmagr.msc '

OK Cancel Browse...




ﬁ certmgr - [Certificates - Current User] = O X

File Action View Help

&= [ 0 6= HE

5 Certificates - Current User
| Personal
1 Trusted Root Certification Aut
| Enterprise Trust
| Intermediate Certification Aut
"1 Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
] Third-Party Root Certification
] Trusted People
] Client Authentication Issuers
| AdobeCertStore
| MSlIEHistoryJournal
| Smart Card Trusted Roots

< >

Logical Store Name
| Personal

T ed Root ertiation Authories |
] Enterprise Trust

" Intermediate Certification Authorities

"] Active Directory User Object

I Trusted Publishers

] Untrusted Certificates

_ | Third-Party Root Certification Authorities
I Trusted People

"I Client Authentication Issuers

"] AdobeCertStore

"] MSIEHistoryJournal

"1 Smart Card Trusted Roots

< >

Trusted Root Certification Authorities store contains 41 certificates.

File Action View Help

E certmagr - [Certificates - Current User\Trusted Root Certification Authorities] — O *

& 257 B Q=

SV Certificates - Current User
| Personal

» | Trusted Root Certification Aut
= Enterprise Trust

» [ Intermediate Certification Aut
| Active Directory User Object

» 1 Trusted Publishers

» [] Untrusted Certificates

> | Third-Party Root Certification

» [ Trusted People

» [ Client Authentication Issuers
| AdobeCertStore

» 1 MSIEHistoryJournal
| Smart Card Trusted Roots

< >

Object Type
&
All Tasks 2 Import..
Refresh
Help
< >

Add a certificate to a store




“* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, click Next.

o




“  &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
E:\laragon\etc\ssl\server.crt ‘ Browse... |

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Next Cancel




&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate

® Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

Coce



&* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

0w e e AVl Trusted Root Certification Authorities
Content Certificate
File Name E:\laragon\etc\ssl\server.crt

Coce



Security Warning

You are about to install a certificate from a certification authority (CA)
! claiming to represent.

localhost

Windows cannot validate that the certificate is actually from
“lacalhost”. You should confirm its origin by contacting "localhost”. The
following number will assist you in this process:

Thumbprint (shal): 4C2666B4 OFEB187C B943145F FT6E9850
FAC5345C

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Yes No

Certificate Import Wizard X

o The import was successful.

OK




I;[' EMlaragon\etc\apache2\sites-enabled\00-default.conf - Notepad++ — O >

Eile Edit Search View Epncoding Language Settings Tools Macro Run Plugins Window 2 X
— = . i 13 | [= - »
o [ Rry=1 Dhloec iyl xxBR(5 | [#] ]
php.ml | makecelthat | servel.key | EJD’D—defaultconfﬂ|
24 # match a ServerName or Serverklias in any <VirtualHost> block.@Ril@ ~
25 +ERlg
ICRIT.F}

# First Virtual Host must be a shallow duplicate of the main hostEEREE
$# in httpd.conf RS
<VirtualHost 127.0.0.1:80>ERAa
<Directory "E:/laragon/www/public™>ERila
ServerName informatika.devE=Rilia
Serverklias www.informatika.devEEiia

</Directory>ERilE
</VirtualHost>ERiAS
ICRIT.F]
ICRIT.F]

<VirtualHost 127.0.0.1:443>@ERMAa
DocumentRoot "C:/xampp/htdocs/private"@Rila
3¢ ServerName informatika.devERifa

40 ServerAlias www.informatika.devERiia

41 S5SLEngine on(@Rila

42 SSLCertificateFile "C:/xampp/apache/conf/ssl.crt/server.crt" @il

43 SSLCertificateRKeyFile "C:/xampp/apache/conf/ssl.key/server.key" @Rila
44 <Directory "C:/xampp/htdocs/private">ERila

45 Options AllERAa

46 2llowOverride Al1GRWM3

47 Reqguire all granted@Rila

43 </Directory>ERifa

45  </VirtualHost>

length: 1.510 lines: 49 Ln:27 Col:66 Sel:0|0 Windows (CR LF) UTF-8 INS

C @® localhost/private/

* Linktree Admin = KEDCOMP GFROM

Akses 127.0.0.1:443
Folder: private



lolez1l)lel31/index.php

% Linktree Admin i KEDCOMP GFROM... ) Git

Akses 127.0.0.1:443
Folder: private

<« 2> C @® localhost/public/login.html

¥ Linkiree Admin = KEDCOMP GFROM...

Login Page Public

Username:
3202216065 |

Password:

C ® localhost/public/login.php

¥ Linktree Admin & KEDCOMP GFROM...

Login successful!
Username: 3202216065
Password: 123

& Capturing from Adapter for loopback traffic capture

Eile Edit View Go Capture Analyze
dADde nREBE

I http

No. Time Source Destination Protocol Length Info
5 2.501378 ::1 H HTTP 965 POST /public/login.php HTTP/1.1 (application/x-www-1
7 2.502132 38 c8 HTTP 625 HTTP/1.1 200 OK




Wireshark - Packet 17 - Adapter for loopback traffic capture O

Frame 17: 966 bytes on wire (7728 bits), 966 bytes captured (7728 bits) on im
Null/Loopback

Internet Protocol Version 6, Src: ::1, Dst: ::1

Transmission Control Protocol, Src Port: 58577, Dst Port: 80, Seq: 1, Ack: 1,
Hypertext Transfer Protocol

HTML Form URL Encoded: application/x-www-form-urlencoded

P Form item: "username" = 216065"

b Form item: "password" = "123"

00
00 0
ed d: 56 P
A3 0-1 P-"-1
POST /pu blic/log
in.php H TTP/1.1
Host: 1 ocalhost
Connec tion: ke
ep-alive Conten
t-Length : 32--Ca
che-Cont rol: max
sec-ch-u
72 5 : le Chrom
/ 3 7", "Chr
6T 9 2: P : 22 2c 280 omium";v ="137",

BC

@~
VR S

o ®
= W

Na.: 17 - Time 243 - e: 21 - Destination: 7 - Proto...T /publicAoginphp HTTP/1.1 (application/x-www-form-urlencoded)
v/ Show p Layout: |Vertical (Stacked) -

Close

€« > C 2% localhost/login.html

'*' Linktree Admin = KEDCOMP GFRO

Login Page Private

Username:

| penqwyt |

Password:

| Login |



localhost/

* Linktree Admin = KEDCOMP GFROM...

Login successful!
Username: pcnqwyt
Password: 123456789

£ *Adapter for loopback traffic capture

AD A BRER Qe EFIEE & aQaERE

n tep.port == 443

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

No. Time Source Destination Protocol Length Info
-737719 64 68461 + 443 Seq=2 Ack=25
155 38.737879 TCP 64 443 » 60461 [FIN, ACK] Seq=25 Al
156 38.737899 TCP 64 68461 > 443 Seq=2 Ack=26
.986042 TLSv1.2 88 Application
162 41.986082 TCP 64 60460 » 443 Seq=917 Ack=3
163 41.986201 TCP 64 443 + 60460 [FIN, ACK] Seq=363
164 41.986222 TCP 64 60460 + 443 [ACK] Seq=917 Ack=3
269 74.296154 TCP 64 68461 > 443 [FIN, ACK] Seq=2 Ac
278 74.296241 TCP 64 443 + 60461 [ACK] Seq=26 Ack=3
271 74.296429 TCP 64 60460 > 443 [FIN, ACK] Seq=917
.296482 64 443 > 50460 Seq=364 Ack=9

[
[
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Wireshark - Packet 161 - Adapter for loopback traffic capture

Frame 161: 88 bytes on wire (784 bits), 88 bytes captured (704 bits) on inter
Null/Loopback
Internet Protocol Version 6, Src: ::1, poil
Transmission Control Protocol, Src Port: 443, Dst Port: 608468, Seq:
Transport Layer Security
* TLSv1.2 Record Layer: Application Data Protocol: Hypertext Tran
Content Type: Application Data (23)
Version: TLS 1.2 (Bx@383)
Length: 19
Encrypted Application Data: 7493544bf758ee9231b7654f@7befd77d13131
[Application Data Protocol: Hypertext Transfer Protocol]

pe oo 8o
20 00 09 0O
81 bb ec
ba 3f 6@
92 31 b7

No.: 167 « Time: 36042 - Sot 1+ Destination: =1« Protocol: TLSW gth: 88 cation Data

v Show packet byte Layout: Vertical (Stacked)

Close







